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1
Decision/action requested

It is requested to approve the new solution on UDM initiated primary authentication based on AAnF request for Kaf refresh scenario.
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References

[1]
3GPP TR 33.741 v0.2.0: "Study on home network triggered primary authentication (HONTRA)".
[x]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
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Rationale

In the current AKMA specification TS 33.535[x], if the Ua* protocol doesn’t support refresh of KAF, then there are no mechanisms to renew the keys in existing 3GPP technical specifications. The KI#1 in TR 33.741 v0.2.0[1] suggests enabling HN (e.g., UDM/AUSF) triggered primary authentication (HONTRA) to support KAF refresh. However, the KI#2 in TR 33.741 v0.2.0 pointed out that “If AF is allowed to request the 5G core to perform primary reauthentication, there may be multiple primary reauthentications because of multiple AFs being involved with the UE.”

Then, signalling overload concerns about multiple primary reauthentications arise:
        - Multiple primary authentications may result in an energy drain at the UEs.
- multiple primary authentications will lead to signaling overhead and cause a refresh of the entire key hierarchy;
- If the UDM or the AUSF handles the request for primary authentication every time without determining and if more than one request is received in a very short period, the signaling overhead inside 5GC may happen.
This contribution addresses key issues #1 for the KAKMA refresh use case and key issues #2 in TR 33.741 v0.2.0 [1].
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.741.
**** START OF CHANGE ****
6.X
Solution #X: UDM initiated primary authentication based on AAnF request for Kaf refresh scenario
6.X.1
Introduction
This solution addresses key issues #1 for KAKMA the refresh use case and key issues #2 in TR 33.741 [1]. To meet the requirements of both KI 1# and KI #2, the basic idea of this solution is to make HN trigger primary authentication for Kaf refresh only when necessary.
The solution determines whether to perform primary (re)-authentication according to whether there are newly generated KAKMA, and corresponding A-KID for the UE. If the HN has already performed primary (re)-authentication for the UE just before the KAF of a certain AF expired and the primary (re)-authentication has already generated a new available KAKMA, then there is no need to perform primary (re)-authentication again, thereby mitigating multiple primary (re)-authentications; otherwise, the HN does need to trigger primary authentication to generate new KAKMA to refresh the expired KAF. 
The solution makes the AF notify the AAnF rather than directly request UDM to perform primary (re)-authentication. Even if more than one AF key expiry notification is received in a very short period, the signaling overhead on UDM will be reduced due to the mediation of the AAnF.
6.X.2
Solution details
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Figure 6.X.2-1: UDM initiated primary authentication based on AAnF request for Kaf refresh scenario
1. An AF detects that the KAF of a UE is about to expire.
NOTE1: How AF detects the AF key expiry and when to send a notification to the AAnF is implementation specific. 
2. The AF selects the AAnF according to TS 33.535 clause 6.7[x] using the A-KID associated with the expired KAF. Then it sends a notification to the AAnF with the [UE ID] (if available), the A-KID associated with the expiry KAF, the AF identity (AF_ID), and an indication of “application key lifetime is about to expire”.
NOTE2: If the AF is located outside the HPLMN of the UE, it shall discover the HPLMN of the UE based on the A-KID and sends the notification towards the AAnF via NEF service API. The NEF selects the AAnF according to TS 33.535 clause 6.7[x], then forwards the notification to the AAnF.
3. Upon receiving the application key expiry notification, the AAnF determines whether to request UDM to trigger primary (re)-authentication procedures or not according to the following process. 
If the UE ID (e.g., SUPI/GPSI) is present in the received notification message:
the AAnF checks if there is a newly stored A-KID for the UE which is different from the received A-KID, if yes, the AAnF skips to step 9;
if the AAnF checks that the locally stored A-KID for the UE is the same as the received A-KID, it shall check whether to request the HN triggered primary authentication for the UE based on the operator policy (the operator policy may include the details of the "waiting period before initiating new reauthentication"); if the check is passed, the AAnF shall continue with step 4~10;
If the UE ID is not present in the received notification message, which corresponds to the case that anonymous user access to the AF as specified in TS 33.535 clause 6.2.2[x], the AAnF retrieves in all of the stored A-KIDs to check if the received A-KID is present in the AAnF:

if the received A-KID is present in the AAnF, the AAnF shall check whether to request the HN triggered primary authentication for the UE based on the operator policy (the operator policy may include the details of the "waiting period before initiating new reauthentication"); if the check is passed, the AAnF shall recover the UE’s SUPI according to the A-KID, then continue with step 4~10;
if the received A-KID is not present in the AAnF, the AAnF shall skip to step 10 with an error response.
NOTE3: When the UE ID is not present in the received notification message of the AAnF, not finding the received A-KID in the AAnF implies that the A-KID for the UE has been refreshed. However, the AAnF cannot be aware of what UE the AF is serving since the UE is using anonymous access. Therefore, the AAnF cannot derive the new KAF for the AF because the AAnF cannot identify the latest A-KID and KAKMA for the UE just by the received A-KID.
4. The AAnF request UDM to trigger a primary (re)-authentication for that UE with the UE’s SUPI.
5. UDM checks whether the primary re-authentication for the UE to be initiated or the request to be rejected, based on the operator policy. 

6. If the UDM agrees to the request from the AAnF, the UDM selects an AMF that the UE is registered to and notifies the AMF including the SUPI to trigger an authentication for that UE.
7. The AMF starts the primary authentication procedure as per TS 33.501 clause 6.1.3.
8. The UE, AUSF, and AAnF derive AKMA key after primary authentication as per TS 33.535 clause 6.1 step3~5.

9. The AAnF derives new KAF from the new KAKMA as specified in TS 33.535 Annex A.4.
10. The AAnF sends a notification response message to the AF with the new KAF and the KAF expiration time, or sends an error response to the AF if UE ID is not present in the received notification message and the received A-KID is not found in the AAnF in step 3. 
NOTE4: If the information in step 10 indicates an error response, the AF may choose to reject UE’s access to the AF when the KAF of a UE is expiry based on local policy. Afterward, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF. Using this latest A-KID, the UE and the AF can establish a new application session using existing procedures defined in TS 33.535 clause 6.2.
NOTE5: If the AF is located outside the HPLMN of the UE, the AAnF shall send the notification response message to the AF via NEF service API. 
6.X.3
Solution Evaluation
The solution makes the AF notify the AAnF rather than directly request UDM/AUSF to perform primary (re)-authentication. Even if more than one AF key expiry notification is received in a very short period, the signaling overhead on UDM/AUSF will be reduced due to the mediation of the AAnF.
Since this solution utilizes both the operator’s local policy and the A-KID information which is only known by AAnF and AF, the solution provides a more fine-grained signaling overload reducing method than using the local policy only by UDM to determine whether primary authentication can be initiated or not as mentioned in solution#1, #4, #5, #6 in TR 33.741 v0.2.0 clause 5 [1].
**** END OF CHANGE ****
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